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Types of Spec Defects

Exp/icit <outside scope>
Suite
Individual

Implicit

Missing
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Techniques for
Detecting Implicit

Implicit [anchored in the explicit]
A generalization
¥ decomposition

€& association

<~ inference
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Implicit Checking Techniques

¢ Generalize to detect instances rather
than requirements

¢ Decompose to uncover thorny
implications

& Associate to uncover inconsistencies

and omissions (reverses and patterns
e.g., CRUD)

¢ Infer to uncover implications
(e.g. system must warn of high
temperatures implies system must acquire

real-time temperature data)

¢ Identifying dependencies between
requirements and assumptions,
between requirements at the same
level, and between requirements at
adjacent levels
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Types of Missing Info

e Category

(e.g., no definitions or no
quality requirements)

Instance

(e.g., a use case,
a derived value)

Instance element

(e.g. feature,
exception handler)

Instance attribute value
(e.g., feature priority)

Instance relationship
(e.g., assumptions
supporting a feature)

Instance constraint
(e.g., on entity or action)
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More Types of Missing Info

e expected
to be present --
by template, checklist
or experience
e.g., child left behind
to be absent --
by experience or detection
technique
e.g., tester or consultant

e unexpected
difficult
possibly dangerous
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To Define: Missing Is Missing Important?

On a project, specify Omissions represented a third of
. required categories - the requirements problems found
minimum & risky :Srllaélge International Space Station

. required category elements

- risky requirements Type Problem %
Permit supplements

Missing 33 %
Specifying Incorrect 24 %
. too much
e obscures the essentials Incomplete 21 %
e wastes resources Over-specified 6%
. too little
e enables misunderstandings Ambiguous 6 %
to persist
P Inconsistent 5 %
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Different Techniques
Find Different Bugs

Analysis Tech Review

Test
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Detection Techniques -- 1

¢ Performing limited acquisition
such as doing and observing the
work, modeling workflow,
prototyping interfaces, analyzing
reused or interfacing components,
interviewing stakeholders, posing
challenge scenarios to domain
experts, and analyzing current or
competitive systems including
problem reports

¢ Usability analysis on daily tasks
with user stories, use cases,
usage scenarios, or user guide
material

¢ Developing procedures for
installation and operation
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Detection Techniques -- 2

¢ Hazard and operability (i.e.,
misuse) analysis to identify
needed support capabilities
using HAZOPS techniques on
use cases

Safety analysis to identify
needed safeguards using Fault
Tree Analysis and Failure
Modes and Effects Analysis

Security analysis to identify
needed access controls and

integrity threat detectors (e.g.
spyware detectors)
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Detection Techniques -- 3

¢ Testability analysis to identify
needed test support functions

¢ Auditability analysis to
determine visibility (e.g., event
logs and timestamps) of system
controls, processes, and data to
enable assessment of past and
present operations

¢ Analyzing functions with task
profile questions (e.g., who, to
what, when, and why) and action
contract elements (i.e.,
preconditions, post-conditions,
and triggers)
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Detection Techniques -- 4

Searching for omission

indicators (to be determined,
TBD, to be supplied, TBS, etcetera,
etc., and so forth, ..., NA, not
applicable, not limited to, at a
minimum, as a minimum)

Designing tests for risky
features to identify missing
info

Estimating project effort to
identify missing info

Designing extreme
scenarios to identify missing
constraints e.g. checkout
10,000 books
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Detection Techniques -- 5

¢ Listing triggers and
considering responses to
sequences and time intervals

¢ Aggregating rules into logic
tables (e.g., decision, trigger-
response, state-transition)

¢ Multiple classification of
reqts (e.g., by entity, function,
criticality, or source) and
analyzing the groups (e.g.
compare group size with
expectations and explain “too
many” or “too few”)
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Detection Techniques -- 6

¢ Analyzing assumptions,
precursor documents, and
similar systems

¢ Assessing compliance
using application and project
standards, guidelines,
templates, and checklists

¢ Checking author’s analysis

¢ Mining requirements
during design and code
reviews (i.e., mapping design
and code to requirements)
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A. Misuse Analysis

Purposeful
mission-level
appropriate
(outside the scope of
required functionality)
inappropriate

(hostile, threatening
e.g. hacking)

operation-level

add, delete, and invalidate
user actions in usage

models
Accidental
COTK (cat-on-the-keyboard)
at “critical” points
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Precise use case fragment

Passenger

Web-based Airline Res System

1. requests seat
assignment

2. requests a reservation locator

3. provides a
(corrected) res
locator alternative

4. searches for reservation

Until (res located or all res locator strategies tried), inter-actors
repeat 3 to 4

5. offers seating alternatives,
unless
a. res not found or
b. seat previously assigned or
c. no seats are available or
d. no seats are assignable
Constants -- For passenger
& flight, a reservation can
be located
Preconditions =-- For flight,
some seats are assignable

6. selects 2 seating
alternatives

7. assigns selected seat
unless
a. no seating alternative selected
Post-conditions =- For reservation,
selected seat is assigned

8. If (For reservation,
seat previously assigned)
returns previous seat to
inventory

Post-conditions -- For flight,
previously assigned seat is
available

Endif

9. confirms assignment
SUCCESS EXIT
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B. Safety Analysis

Objective -- to identify
safeguards needed to assure the
physical and economic well-being
of users, their environment, and
the enterprise.

2 Formal Strategies:

outside in -- determine
causes of possible disasters
(Fault Tree Analysis)

inside out -- ripple effect of
component failure or
human error

(Failure Modes &
Effects Analysis).

ClearSpecs
Education 18




Fault Tree Analysis

Disasters

Build causal chains
starting from disaster
to see where it could
have come from

—rmeer

Component Failures
and/or Human Errors
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Fault Tree Fragment

Administer
incorrect treatment

r o

Monitor incorrectly reports Monitor fails to report,

vitals exceed limits in time, vitals exceed limits

oR

[
Computer fails to Computer raises
raise alarm alarm late
OR :

Sensor failure

Software failure
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Failure Modes & Effects Analysis

Component Failures
and/or Human Errors

Build causal
chains starting
from product
failure or human
error to see what

W

Disasters
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An FMEA Process

. Select initiating candidates from

component failures and human errors

. For each initiating candidate

e Build causal event chains (scenarios)

® Save scenarios leading to disasters

. If likelihood is relevant

e Assign likelihood to disaster scenarios

® Save likely scenarios

. Collect the component failures and

human errors that initiate the saved
disaster scenarios
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C. Testability Analysis

Visibility and control are the
foundation of testability

¢ Audit and trace
capabilities (Visibility)

Every data item and event
represents a potential need for built-
in monitoring capabilities. Initial and
final states should be determinable.

¢ State and event initiation
(Control)

Need to set states and cause events.
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Testpoints

¢ Permanent product code
providing visibility and/or
control of behavior and
states

e Basic mechanism provides:
Visibility
e display status and trace
information as well as
execution statistics
e validate data structures
e enable assertions

Control
e cause delays, freezes,
and halts
e change system states




D. Logic Tables

Any two part specification that
arrays a complete set of logical
alternatives in the first part and
describes the corresponding
outcomes in the second part.

Examples are
decision tables
trigger-response tables
state transition tables
action contracts
derived value tables
derived condition tables
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Decision Table

Inventory Control Functions
( pre-conditions & actions)
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Trigger-Response Tables
Sample Entries

Trigger | Preconditions | Responses Post
conditions
Interest | Account is Add Balance
Deposit | Personal & interest increased
Trans. Active by interest
amount
Display Account is Display
Active Closed Account
Account Closed Msg.
Request
Time = System is Run New
2:00AM | Available Account
Report
Account | Account not | Initiate Account
becomes |overdrawn bridge loan |overdrawn
over- but has & send
drawn protection notice
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Derived Condition Table

subject | predicate 1 2 3 4
set

PO age integer =25| <25 24 < 24
ranges =21 | or23

PO sex [M, F] - M M F

PO

marital M, S] - M S -

status

Annual integer >

business ranges 4800 - - -

distance km

Operator

class 07 | 09 | 13 | 13

PO = primary operator of a vehicle
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Which Techniques to Choose?

Depends on causes of your omissions:

knowledge of stakeholders
assuming
tacit
incomplete or incorrect

e.g., infrequent or
invalid activities

inadequacies
resources
time, attention, knowledge
communication
analyst understanding
or recording
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